
Applied GIS                                            ISSN: 1832-5505  

                                                                                                      Vol-11 Issue-04 Nov 2023 
 

AN EFFICIENT SPAM DETECTION TECHNIQUE FOR IOT DEVICES USING 

MACHINE LEARNING 

1.K VENKATESH,2. N. SUPRAJA RANI,3. P. GOWTHAMI,4. P. NEHA, 5.T. CHANDRIKA 

1.ASSISTANT PROFESSOR,2,3,4&5 UG SCHOLAR 

DEPARTMENT OF IOT, MALLA REDDY ENGINEERING COLLEGE FOR WOMEN, HYDERABAD

ABSTRACT The Internet of Things 

(IoT) is a group of millions of devices 

having sensors and actuators linked over 

wired or wireless channel for data 

transmission. IoT has grown rapidly over 

the past decade with more than 25 

billion devices are expected to be 

connected by 2020. The volume of data 

released from these devices will increase 

many-fold in the years to come. In 

addition to an increased volume, the IoT 

devices produces a large amount of data 

with a number of different modalities 

having varying data quality defined by 

its speed in terms of time and position 

dependency. In such an environment, 

machine learning algorithms can play an 

important role in ensuring security and 

authorization based on biotechnology, 

anomalous detection to improve the 

usability and security of IoT systems. On 

the other hand, attackers often view 

learning algorithms to exploit the 

vulnerabilities in smart IoT-based 

systems. Motivated from these, in this 

paper, we propose the security of the IoT 

devices by detecting spam using 

machine learning. To achieve this 

objective, Spam Detection in IoT using 

Machine Learning framework is 

proposed. In this framework, five 

machine learning models are evaluated 

using various metrics with a large 

collection of inputs features sets. Each 

model computes a spam score by 

considering the refined input features. 

This score depicts the trustworthiness of 

IoT device under various parameters. 

REFIT Smart Home dataset is used for 

the validation of proposed technique. 

The results obtained proves the 

effectiveness of the proposed scheme in 

comparison to the other existing 

schemes 

INTRODUCTION Machine Learning 

is a system of computer algorithms that 

can learn from example through self-

improvement without being explicitly 

coded by a programmer. Machine 

learning is a part of artificial Intelligence 



Applied GIS                                            ISSN: 1832-5505  

                                                                                                      Vol-11 Issue-04 Nov 2023 
 

which combines data with statistical 

tools to predict an output which can be 

used to make actionable insights.The 

breakthrough comes with the idea that a 

machine can singularly learn from the 

data (i.e., example) to produce accurate 

results. Machine learning is closely 

related to data mining and Bayesian 

predictive modeling. The machine 

receives data as input and uses an 

algorithm to formulate answers. A 

typical machine learning tasks are to 

provide a recommendation. For those 

who have a Netflix account, all 

recommendations of movies or series are 

based on the user's historical data. Tech 

companies are using unsupervised 

learning to improve the user experience 

with personalizing recommendation. 

Machine learning is also used for a 

variety of tasks like fraud detection, 

predictive maintenance, portfolio 

optimization, automatize task and so on. 

Traditional programming differs 

significantly from machine learning. In 

traditional programming, a programmer 

code all the rules in consultation with an 

expert in the industry for which software 

is being developed. Each rule is based on 

a logical foundation; the machine will 

execute an output following the logical 

statement. When the system grows 

complex, more rules need to be written. 

It can quickly become unsustainable to 

maintain.Traditional programming 

differs significantly from machine 

learning. In traditional programming, a 

programmer code all the rules in 

consultation with an expert in the 

industry for which software is being 

developed. Each rule is based on a 

logical foundation; the machine will 

execute an output following the logical 

statement. When the system grows 

complex, more rules need to be written. 

It can quickly become unsustainable to 

maintain. 

LITERATURE SURVEY The Internet 

of Things (IoT) opens opportunities for 

wearable devices, home appliances, and 

software to share and communicate 

information on the Internet. Given that 

the shared data contains a large amount 

of private information, preserving 

information security on the shared data 

is an important issue that cannot be 

neglected. In this paper, we begin with 

general information security background 

of IoT and continue on with information 

security related challenges that IoT will 
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encountered. Finally, we will also point 

out research directions that could be the 

future work for the solutions to the 

security challenges that IoT encounters. 

The idea of Internet of Things (IoT) is 

implanting networked heterogeneous 

detectors into our daily life. It opens 

extra channels for information 

submission and remote control to our 

physical world. A significant feature of 

an IoT network is that it collects data 

from network edges. Moreover, human 

involvement for network and devices 

maintenance is greatly reduced, which 

suggests an IoT network need to be 

highly selfmanaged and self-secured. 

For the reason that the use of IoT is 

growing in many important fields, the 

security issues of IoT need to be 

properly addressed. Among all, 

Distributed Denial of Service (DDoS) is 

one of the most notorious attacking 

behaviors over network which interrupt 

and block genuine user requests by 

flooding the host server with huge 

number of requests using a group of 

zombie computers via geographically 

distributed internet connections. DDoS 

disrupts service by creating network 

congestion and disabling normal 

functions of network components, which 

is even more disruptive for IoT. In this 

paper, a lightweight defensive algorithm 

for DDoS attack over IoT network 

environment is proposed and tested 

against several scenarios to dissect the 

interactive communication among 

different types of network nodes 

METHODOLOGY SUPARVISED 

LEARNING An algorithm uses training 

data and feedback from humans to learn 

the relationship of given inputs to a 

given output. For instance, a practitioner 

can use marketing expense and weather 

forecast as input data to predict the sales 

of cans. You can use supervised learning 

when the output data is known. The 

algorithm will predict new data. There 

are two categories of supervised 

learning: 

  Classification task  

 Regression task 

Classification Imagine you want to 

predict the gender of a customer for a 

commercial. You will start gathering 

data on the height, weight, job, salary, 

purchasing basket, etc. from your 

customer database. You know the gender 



Applied GIS                                            ISSN: 1832-5505  

                                                                                                      Vol-11 Issue-04 Nov 2023 
 

of each of your customer, it can only be 

male or female. The objective of the 

classifier will be to assign a probability 

of being a male or a female (i.e., the 

label) based on the information (i.e., 

features you have collected). When the 

model learned how to recognize male or 

female, you can use new data to make a 

prediction. For instance, you just got 

new information from an unknown 

customer, and you want to know if it is a 

male or female. If the classifier predicts 

male = 70%, it means the algorithm is 

sure at 70% that this customer is a male, 

and 30% it is a female. The label can be 

of two or more classes. The above 

Machine learning example has only two 

classes, but if a classifier needs to 

predict object, it has dozens of classes 

(e.g., glass, table, shoes, etc. each object 

represents a class)  

Regression When the output is a 

continuous value, the task is a 

regression. For instance, a financial 

analyst may need to forecast the value of 

a stock based on a range of feature like 

equity, previous stock performances, 

macroeconomics index. The system will 

be trained to estimate the price of the 

stocks with the lowest possible error.  

Unsupervised learning Unsupervised 

learning algorithms take a set of data 

that contains only inputs, and find 

structure in the data, like grouping or 

clustering of data points. The algorithms, 

therefore, learn from test data that has 

not been labeled, classified or 

categorized. Instead of responding to 

feedback, unsupervised learning 

algorithms identify commonalities in the 

data and react based on the presence or 

absence of such commonalities in each 

new piece of data. A central application 

of unsupervised learning is in the field of 

density estimation in statistics, such as 

finding the probability density function. 

Though unsupervised learning 

encompasses other domains involving 

summarizing and explaining data 

features. 

CONCLUSION The proposed 

framework, detects the spam parameters 

of IoT devices using machine learning 

models. The IoT dataset used for 

experiments, is pre-processed by using 

feature engineering procedure. By 

experimenting the framework with 

machine learning models, each IoT 

appliance is awarded with a spam score. 

This refines the conditions to be taken 
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for successful working of IoT devices in 

a smart home. In future, we are planning 

to consider the climatic and surrounding 

features of IoT device to make them 

more secure and trustworthy. 
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